Configuragéo de acesso VPN para Windows XP
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Para aceder a Rede WiFi da Universidade do Minho utilizando autenticacdo VPN é necessério instalar o programa Cliente VPN da
Cisco Systems, fazendo o download do mesmo a partir de uma copia local no SCOM.
(http://serv-b6.ccom.uminho.pt/soft/campusvirtual/vpnclient-win-msi-4.0.1.Rel-k9.exe).

Quando terminar a instalagdo, 0 computador devera ser reiniciado.

De seguida, abra as Network Connections, a partir da sequéncia de botdes Start/Settings/Network Conections.
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http://serv-b6.ccom.uminho.pt/soft/campusvirtual/vpnclient-win-msi-4.0.1.Rel-k9.exe

Seleccione o Protocolo Internet Protocol (TCP/IP) e de seguida seleccione o botdo Properties.

-L. Wireless Network Connection Properties

General | wireless Metworks Advanced |

Carkect uging:
i B@ Cisco Systems 350 Series POMOIA Wirsless LAN Adapter |

Thiz connection uges the following items:

%= WLAN Transpart ~
T Microsoft TCPAP version &
v
< | &
Drezcription

Transmission Control Protocol/|ntemet Pratocol. The default
wide area netwark protacol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected

Ok ] [ Cancel

Seleccione as op¢des Obtain an IP address automaticaly e Obtain DNS server address automatically.

?x

Internet Protocol (TCP/IP) Properties

General | Alternate Configuratioﬁ

‘f'ou can get [P sethings assigned automatically if pour netwark. supports
thiz capability. Otherwize, you need to ask your network. administrator for

the appropriate [P settings.

(®)i0btan an IF address automaticalle
(D) Use the following |P address:

(%) Obtain OMS server address automatically
(0 Use the fallowing DNS server addresses:

e

|-. Ok ][ Cancel ]

Seleccione o botédo OK.
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No separador Wireless Networks coloque um visto na op¢ao Use Windows to configure my wireless networking settings e
seleccione o botdo Add.

-L. Wireless Network Connection Properties |E”'>z

General | Wieless Netwarks illﬁ.dvanced|

Use Windows to configure my wirsless netwark settings

Auvailable networks:
To connect ta an available network.. click Configure.

Ereferred networks:
Autamatically connect to available netwark s in the arder listed

below
@ guest-e-Ll
oveE dow
[ Add... l[ Remaove ][ Froperties ]
Learn about zetting up wirsless network
cotfiquration.

Close

No separador Association digite em Network name (SSID) a rede e-UM.
Seleccione em Network Authentication a opgdo Open e em Data Encryption a opgéo Disabled.

Wireless network properties

{ Azzociation | Authentication |

Metwork name [S510): !e-UM |

Wireless netwark key

Thiz hetwark requires a key for the following:

Hetwork Authentication: | Open w |

Data encryption: i Disabled vl

Ok ] [ Cancel
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No separador Authentication ndo coloque nada. Seleccione o botdo OK

Wireless network properties

Azzociation

|IEEE 802.1= authentication can not operate on peer to
' peer [ad hoc) netwarks or on netwarks for which data
encryption iz disabled.

Ok ] [ Cancel

Se estiver na area de cobertura do sinal de radio-frequéncia, ficara associado a rede e-UM.

Seleccione 0 botdo OK

L Wireless Network Connection Properties

General | Wieless Netwarks illﬁ.dvanced|

Use Windows to configure my wirsless netwark settings

Auvailable networks:
To connect ta an available network.. click Configure.

Ereferred networks:

Autamatically connect to available netwark s in the arder listed

beelow
(,i) el Maove up
A quest-ell
Mowe down
[ Add... ][ Remaove ][ Froperties ]
Learn about zetting up wirsless network
Ok ] [ Cancel ]
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Inicie o cliente VPN da Cisco Systems que instalou anteriormente e seleccione o botdo New.

# VPN Client - Version 4.0.1 (Rel)

Connection Entties  Stakus Certificates Log Options Help
o, ; €= - S Cisco Srsrems
23 = M
Conrect Hew Irnport I oodif Delete
Connection E ntries ] Certificates ] Log 1
I Cannection Entry I Host | Tranzport
4| | B
[ Mot cannected. ] v

Preencha o campo destinado ao Host com 0 nome vpn.uminho.pt. Na sec¢@o Group Authentication preencha os campos:

Name com 0 nome geral.
Password com a password geral e Confirm Password com a password geral.

# VPN Client | Create New VPN Conpection Entry

Connection Entry: JAcesso e-LIM F a

Description: {Acesso WPN Ukinho fl.

Haost:|vpn,uminha, pt

Authentication ]Transport ] Backup Servers ] Dial-Up 1

(s Group Authentication

Mame: |geral

xxxxx

Paszword: |

Confirmn Password: | ==

" Certificate Authentication

I arme: ] gedeao.coom, uminhao.pt [Microzaft Maching] l]
[~ Send Ca Certificate Chain

Erase User Password j Save | Cancel ‘
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Seleccione o separador Transport e remova a seleccdo Enabled Transparent Tunneling e seleccione o botdo Save.

# VPN Client | Create New VPN Conpection Entry

Connection Entry: ].ﬂcesso el

Description: {Acesso WPN Ukinho

Host: |vpn, urinha, pt

Authertication | ]Backup Servers ] Dial-Up ]

[~ Enable Transparent Tunneling
& |PSec over UDP [ HAT 4 PAT |
" |PSecover TCP TCF Part: 10000

[ Allow Local LAN Access
Peer rezponze timeout (zeconds]: (90

Eraze User Pagzsword | Save Catcel

Seleccione o hotdo Connect de forma a iniciar a ligagdo VPN.

# VPN Client - Version 4.0.1 (Rel)

Connection Entries Status Certificates Log Cptions Help
w7, ; £E= h m Cisco SrsTems
Connect MHew Impart I odify Delete

Connection Entries ] Certificates 1 Liog 1

I Connection Entry I Host | Transport

Acesszo e-UM ¥pn_uminho.pt IPSec
4| | B

[ Hat connected.

Quando aparecer a Janela de autenticacdo preencha-a com as suas credenciais:

Se é funciondrio da Universidade do Minho: endereco de Correio Electronico. Exemplo: ct@scom.uminho.pt
Se é aluno da Universidade do Minho: enderego de Correio Electrdnico, Exemplo: a007@correio.ci.uminho.pt

# VPN Client | User Authentication for “Acesso e-UM" E|

Enter Usemame and Password.

Cisco Svstius U semarne: Jvalverde@scom.uminho.pt

« Pazsword: ]""""""""

Seleccione de seguida o botdo OK.
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Apds a autenticagdo com sucesso surgird uma janela informando-o do grupo a que pertence. Seleccione o botdoContinue.

# VPN Client | Banner

** Bem Yindo ao Grupa Funcionarios **

Dizconnect

O cliente VPN é minimizado.

Quando pretender desligar o tinel VPN, devera seleccionar o icon correspondente ao cliente VPN (a loquete amarelo) com o bot&o
do lado direito do rato e na caixa que se abre seleccionar VPN Cient.. De seguida seleccionar o botdo Disconnect.

# VPN Client - Version 4.0.1 (Rel)

Connection Entries  Status Certificates Log Options Help

& : £ h g Cisco Sysrems
e | 5 T
Dizconnect Hew Irnport I odify Delete |

Connection E ntries ]Eertificates 1 Log 1

Connection Entry Tranzport

Acesso e-UM vpnumlnhopl

4| | B

| Discornecting IPSec link... [EEEREEEREE | A
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